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First Steps To PHI 
Security 

You are the only one that can answer what safeguards your 

organization needs to implement to ensure the PHI security. The 

HIPAA Security Rule specifies both required and addressable 

implementation specifications for Business Associates and Covered 

Entities. 

 

Addressable implementation specifications are ones that don’t 

necessarily have to be implemented, but the implementation must 

be considered.  Having workstations automatically log off after a 

period of inactivity is an example of an addressable 

implementation specification.  You determine what addressable 

safeguards are reasonable and appropriate for your organization 

based on, 

Your size, complexity, and capabilities; 

Your technical, hardware, and software infrastructure; 

The cost of the security measures; and 

The likelihood and possible impact of potential risks to PHI. 



Required implementation specifications are, as their name 

indicates, required.  When you consider what you really have to 

do, you should start with these specifications: 

Conduct a risk analysis; 

Implement a risk management plan; 

Have a sanction policy; 

Review safeguards periodically; 

Assign responsibility for security program implementation; 

Isolate clearinghouse functions; 

Implement an incident response and reporting plan; 

Implement a data backup plan; 

Create a disaster recovery plan; 

Create an emergency mode operation plan; 

Periodically evaluate your contingency plan; 

Execute Business Associate Agreements; 

Implement workstation use and security safeguards; 

Implement device disposal and reuse safeguards; 

Require unique user identification; 

Implement emergency access procedures; 

Establish audit controls; and 

Establish person or entity authentication. 

Again, this is not the exhaustive list of all 

the things that need to be done to provide 

the PHI security. However, these required 

implementation specifications must be in 

place in your organization. Additionally, 

you must review all addressable 

safeguards and determine which are 

reasonable and appropriate for your 

organization to implement.   



Creating a Complete 
Program

It all begins with the security officer and privacy officer roles. One person 

can serve both roles, or a different person can be selected for both. These 

individuals will be tasked with the day-to-day implementation and 

leadership of protecting the PHI within your organization. They will be the 

ones who receive and investigate complaints, develop and implement new 

safeguards, and ensure everything is documented accordingly. They need 

not have a specific background or certification, but because your safeguards 

must protect all of the PHI within your organization, they should have a 

significant understanding of the entire operation. Having the security 

officer and privacy officer roles filled is a critical step in creating a complete 

and ongoing compliance program. 

 

Also important in that goal is establishing a periodic schedule in which 

safeguards are evaluated to determine if they are still effective in protecting 

the PHI. Typically, this is completed through a review of your policies, 

procedures, plans, and documentation of log review. This review is two- 

fold. First, it allows you an opportunity to review the safeguards in place 

and make a quick determination of whether they are effective. It also serves 

as an opportunity for you to ensure that your documentation is all up to 

date. As we have discussed prior, you need to ensure that your policies and 

procedures are an accurate reflection of the security and privacy program 

you have in place. This is a review you want to conduct periodically; at least 

annually, but for more critical aspects of your organization, you will likely 

want a more frequent review.   

 

Creating and implementing a HIPAA compliance program that maintains 

the privacy of PHI is not as hard as it may seem. 

It takes an investment of time and certain resources, but with dedication, it 

can be done.The keys to establishing a complete program rest on 

establishing security and privacy officers and a consistent review of your 

safeguards. With these steps, you will be well on your way to creating an 

ongoing compliance program rather than a one-time project. 



Storing

Where in the cloud is your PHI?

Do you know exactly where that PHI is stored by the cloud provider?  In 

some instances, the cloud storage vendor might store, backup, or process the 

PHI in an overseas location.  How do you protect the PHI, and yourself, in 

such a situation? 

 

Storing Protected Health Information (“PHI”) in the cloud can be a very 

useful thing for covered entities and business associates.  As we know, 

HIPAA does permit storing PHI in the cloud if the cloud storage provider 

executes a Business Associate Agreement. 

 

HIPAA does not specifically forbid storing PHI in an offshore location (some 

states do forbid storing Medicaid data offshore), but it does create 

challenges.  First, you must determine where your cloud vendors will be 

storing the information, and whether it will be offshore or not.  If it is 

offshore, you need to determine the specific location and what local rules 

might apply to the PHI. Local laws in the international jurisdiction where 

PHI might be stored might actually allow for access to the data that would 

be in violation of HIPAA.  The duty is on you, as you contract with the cloud 

provider, to determine if the security efforts are sufficient or if the location 

of the data will pose any risks. Furthermore, offshore cloud providers might 

not be bound by HIPAA, but you - presumably operating in the United 

States - are.  If your international cloud provider is at fault for a breach but 

cannot be held accountable, you might be determined to be liable even if 

the only action you took was selecting the wrong vendor. 

 

Without question, storing PHI offshore brings unique challenges. Whether 

they are worth it or not can only be answered by you. However, if you are 

considering a vendor that will store PHI internationally, be sure to conduct 

a risk assessment to ensure you are not putting PHI in increased or 

unnecessary risk. 



Safely Storing PHI In The HIPAA 

Compliant Cloud

A significant number of organizations in the healthcare industry, both 

covered entities, and business associates, are leveraging cloud-based 

solutions to store protected health information (“PHI”).  Common 

examples of cloud storage providers are Dropbox and Amazon AWS, but 

those are by far not the only ones in the market. However, there are 

some important things to keep in mind before storing PHI in the cloud. 

These include: 

A Business Associate Agreement Is Required

Cloud Storage Vendor Responsibilities

Know Where Your Responsibilities Begin

A vendor who is managing a cloud environment where you are 

storing PHI is a Business Associate and you must have a Business 

Associate Agreement executed.  As recent OCR guidance clarified, it 

does not matter if the PHI is encrypted and the cloud services provider 

cannot access the PHI, they are still a Business Associate.

In addition to executing a Business Associate Agreement, all cloud 

vendors with whom you share PHI must meet HIPAA requirements. 

 That means they must do many of the things that you must also do 

like, training their staff, conducting periodic risk assessments, and be 

implementing policies and procedures.

Every cloud storage vendor will offer different services. Some will 

only provide the infrastructure but will not manage any applications. 

 Therefore, you need to know what security safeguards your vendor 

will provide and what you must do.  If you do not focus on the 

execution of these details things can easily be overlooked.



What To Do If You Must Keep PHI 

On Mobile Devices

Here are some best practices to follow when using mobile devices. 

 

1.  Maintain a log that indicates who is responsible for what device, a 

description of the PHI on the device, the encryption method for the 

device, and the purpose the device is leaving the facility. 

2.  Approve all mobile devices to ensure proper security features 

(encryption, screen lock, mobile tracking, etc.) are installed before any 

mobile device is permitted to access PHI. 

3.  Identify who is to be notified and how in the event a mobile device is 

lost or stolen.  Ensure anyone who uses a mobile device to access PHI 

knows whom to contact and how, if necessary. 

4.  Encrypt all PHI stored on mobile devices. 

5.  Ensure that all PHI contained on a mobile device is removed or the 

device is destroyed when it is decommissioned.   

 

If implemented properly, these five steps can allow your organization to 

responsibly deploy mobile device technology, and potentially save it 

from a large fine.  Not deploying proper safety measures, regardless of 

whether you are a Covered Entity or Business Associate, puts your 

organization and individual's sensitive information at unnecessary risk. 

The decision to allow mobile devices 

to access and/or store PHI is a critical 

one. The ease of access to the 

information must be balanced with 

the danger that can come if the 

device is lost or stolen; which is much 

more likely to happen to phones, 

tablets, and laptops. 

 

If you decide to allow mobile devices 

to access or store PHI, you must 

implement and document safeguards 

to protect the PHI in the event of loss 

or theft. 



The encryption technology now available on the market is less expensive, 

more user-friendly, and more effective than it has ever been. 

Unfortunately, organizations still see the cost of encrypting mobile 

devices as a barrier to entry and decide it is not a reasonable safeguard for 

their organizations. In reality, the cost of not encrypting mobile devices is 

significantly higher than the cost of encryption. 

 

If an unencrypted mobile phone, tablet, or laptop with access to PHI is lost 

or stolen, it likely means a breach affecting thousands (or more) 

individuals and costing hundreds of thousands in notification costs, fines, 

and remediation. 

HIPAA Encryption Standards

However, if an encrypted mobile device is lost or stolen, and assuming 

the encryption method used meets NIST standards, there is no HIPAA 

violation or breach. Under the HIPAA rules, encrypted PHI is rendered 

unusable, unreadable, or indecipherable to unauthorized individuals. 

Therefore, if an encrypted device is lost or stolen, there is no fine, and no 

need to notify affected individuals, because the PHI was never put at 

risk. 

 

Technically, encryption is an "Addressable" requirement under HIPAA; 

which means through a formal risk assessment the organization must 

determine if it is a reasonable and appropriate safeguard. It seems 

unlikely that an organization allowing access to PHI on mobile devices 

could justify not encrypting that data. Therefore, the real question is 

whether to allow mobile devices to access PHI. If the answer to that is 

"yes," encryption is a must.


